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i¢n and planning for modern Command, Ccnirol, Communicasicns anz
{C?1) systems :s becoming an 1ncreasingiy comdiex task. More
sophisticated systems are requlring mcre ccaplex %testing, 1n an environment
with mere demands and tighter budget constraints. At the heart of this
probiem is the i1ncreasing use of electronics, computers, and ccmmunications
systems with large, distributed architeciures. Because of the exp.icitalticn
advanced tachnology even for relat:vely smali. vest ltems, more tes=ind .3
required today than previousiy. The increasecd test load :nvoives more typecs
2f testing, such as soitware tests for -he =mbedded microcompute e
automatecd test instrumentazion.

j

®

». ani mor

The indirect eflects are nearly as grea:, :f not larger. Modern
technology imposes new demands on the tester indirectly through more compiex
security, safety, budget, and environmental considerations. The conseguence
of this situation is ‘hat testing is rapidly reaching a point where the
expertise required is too great for any one individual to handle effec%ively.
By the time expertise is acquired in any one area, requirements are likely to

change, or the individual may retire, leave, or transfer out of the
organization.

The 7J.S. Army Electronic Proving Grcund (USAEPG) has positioned celf
alleviate gsome of the problems faced by zoday's test officer, by exploiting
some of the very technology which is paruly responsible for this dilemma:
ar+1ficial inteliigence (AI) and the much improved microcomputer. Previous
investigations at USAEPG, sponsored by the Department of Defense (DoD)
Software Technoiogy for Adaptable, Reliable Systems (STARS) program (reierence
1), identified some aspects of AI which were sufficiently mature to insert in

test toois. Jne of these technoliogies, Al expert systems, was explored 1in
cepth.

Prototype expert systems were developed to demonstrate capabilities and
potential benefits. One of the first gystems built was (and currently :s)
used to agsegs the suitability of proposed applications, as some prob.ems are
best addressed with conventional software techniques. After the expertise was
egtablished %o build small expert gystems, a workshop was conducted. Th:s
workshop served to link up the knowledge enginears (Al experis skilled az
uging Al software tools) with doma:n exrerts (the people who underssand the
problems and are skilled at providing solution3). The workshop approach
provided the attendees and their managers with the familiarity which is v
to the successful use of any new technoliogy.

tal

re

Many 1deas for expert systems were producsed as a res 't of the wcrkshop.
arnd a few of 1he workzhop projects avolved :nzo larger prototype vers:ions.
Perhaps of more importance than %the actual systems developed, were scme 5 <he
iessons learned. While previous evpert systems had beer hosted on large
minicomputers or specialized Al machines, the %00.3 u-ed :n the workshop were
meant for btoth deveiopment and use on microcomputers. Once the feasibi.ity of
building expert systems for the wideiy avaliab.e microcomputers was
established, the potential usefulness and possible appiications of thiz AI
technology increagsed dramaticaliy. @Given this rather fortuitous z:ituation,

2 a v
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rLunity e expiiit AI tachnclody for solving

ot
o
1]

USAZP3 was afforded =<he 3ty
everyday problems of ¢

1.2 OBJECTIVE

L.2.1 Applicaz:icns.

The objective of this inveszigation was to provide %he e

automated support toois by inserting Al technoiogy 1n appropr

v 2ifi1cer with
tal
applicavions. Obrectives for the deve.opmen: of these taols 1

s
ate
ncluded:

a. Crientation toward the t%test officer as primary user.

9. Wide usability to sa%tisfy zhe needs of iile approximataly .00
officers at the USAEPG.

ot
o
n
r

c. Ready availability (microcomputer based).

d. Reduction in time to perform a given task and/or improved quality of
the result. -

e. Education of the user (test officer) in addition to merely providing
a solution.

1.2.2 Neural Computing.

[

~“An ancillary goal was to maintain awareness of developments :n the Al
arera which may prove useful in future.phases of the investigation. One area
of AI, wnich was examined in some detail, was *he field of neural compuzing.

1.2.3 Tes:ing.

- Finally, as testers, a goal of every investidation is to identify any

sest methodelogy requirements which surface. Therefore, another objective was
to assess the adequacy of current test methodology for the test and assessment

of systems containing AI.

1.3 SUMMARY OF PROCEDURES

1.3.1 Apvoiicat:ions.

Lessong iearned from earl:ier work on exper: system development were
app.ied %o restructure the proposed approach. Rather than develop a singile
test officer tool on the one availabie Al machine, an approach more in
consonance wi%h the objectives was estabii:shed.  This approach cailed for %he
development of a numd-~ of small tools, wish a greater overa.i probad:lity of
success than that of a s:ngle large %toci. The developmen:t of smaller tosis
hosted on microcomputers also-provided a more flexidle means of ad:usting to
various cecns4raints,’ while also benefiting from the experience gained during
previcus effsrts. ’ )

The resuiting approach consoiidaszd efforts 2! the exper’t systems
workshop, by furthering development of the Test Plan Drafter (T7D) and
Environmental Impact Assessment (ZVA) systems. From this i1nitial base, new




:ieas were Jdevelpoped :n the areas cf meteoroicg.ca. zuptore
security. Systems addressing these prob.em domains we
workshcp methodology: prcblem domain experss and kncwle
paired to develop Al-based test officer support tools.

»« D

.3.2 Neura. Computing.

An examination of emerging AI technology ied to the further investigation
of neura. computing. While the foundations for neural comput:ing were

~

eztabi:shed when Al was still in 1%s :nfancy, only recsn<iy has

cy, ~he %eChno.cgy
maturei %o the point where application has been possib.le ouizide ne2 researcb
mi..eu
.33 Tssting.

Finaliv, the 1s3sue of testing Al svsvems was sxplorred o 2 l.mised
ex-ent, f{irsu, Decause the Zeveicpment of expert sysiem-ltased too's reguired
an in-house %est philcsophy:; and second, because test .i2m3 emp oy ng Al

techno.ogy are likely to appear in the near future. One 1nitiat: 1n this
area was to develop interest within the Al commun:ity in addresszng testing
13sues.

..4 SUMMARY OF RESULTS

..1.. Appiications.

A number of Al expert systems were developed ¢

o a:d the ezt >fficer 1in
periorming dut:ies associated with tesving. With respecy 0 <he app.iiCa-icr
ob:echives in section (.Z.1, these sygtems possessed the fslicwing

characteristics to the extent noted.

a. The know.edge domaine of the exper® systems centered on areas o
expertise of which an experienced tes: officer wou.d be cognizant, bu: not
wecnssar‘.y an expert. In other words, a test officer might te familiar wih

rtain test planning requirements, such as drafting tess plans or examining
potengxal environmental 1impacts, but would still require cons:derable
consulitation with a domain expert to satigfy the requ1rements for 3 new test.
The prototype systems built during this phase of the investigation were
intended o0 assist test officers by providing the prei:minary advice normally
oh%ained from the domain expert guring test planning.

b. Most of the systems developad are still :n %Xe evaluat:on phase and
“heraforae have Deen instalied on a limited number of computser systems. The
ZVA and Meveoroiogical (MET) expert sysitems are presentlv insta..ed on zevera.

o I ¢

ricrocomputers located throughout the various organizatisnsg; whi.z 9%h=

expe“: sysvems. such as the TPD, are in-*ailed in the expert’'s ofi.ce ALl ot
vhe domain experts have the expert systems installed on the:ir personal
machines, {or use and evaluation whenever a test officer consuiz:ng them has

N0t previously used one of the systems for a particular tesu prc:e

a"ra“ge*ent 2180 a.lows the exper.s to ver:fy system performance and recommend
change2s, 1o address unique requiremen%s or o adjust {or inadeguacelv covered
areas of the problem domain.




Ail of she sv

z ] 5%ems wer2 targeted {-r “he mitrocomputers aval.at.: al
S8 EPG. Jecause >f whe different configurasions in use, 32me 2Insira:inii
ex:13% as %o wh:ch functions can De used while sti.l relain:ing compatibiiltiy
wx:h a major.ty of the microcomputer base. Primarily %hese Con3%ra.ats dave
concerned disk and memory size, graphics capabiiit:ies, and hardware
acce.a2rators for floating point odperatisns. From a practical stanipiine

little funciicnality has been lost :n conforming to ~he mln;mal configurasicn.
Only ore expert 3ystem, the TPD, regquirez ::-enses {or 3up s war

tunctions; and “his 13 because of non-AI functional. regu:
axnensive da%a base management capavbility aad Istument °Imp

O

im rL3on funIvlins

Z An assessmens of ftime savings cr improved jualilty, Zu2 o che uze of
axcers system a:ds, can only be Zone gualltativeiv, 31nc2 a.. 27 <he sys-ers
are :u5% now being evaluated using actual Les5T Trolect paramenars ProceTtad
33 "“gs are considerabie 1n some casas; she 72D zhculd reducs the <ime oo
prepare %*est p.ans {rom severa. days %¢ a3 {sw hours Jdther exper® syst=znas
such as the ZVA, have demonstra-zed the benzfit of providing prel:minary
assistance 1n what can T2 a compiex tasx. A%t a minimum, thev can enfarce the
collection and consistent presentation of necessary documentation All of ke
systems have demonstrated *the abil:i:ty %o retain, and even ccmbine, expertise
fn

2. The pregent suite of support tools all

serve %0 3ra:n the i:s5t
nfficer %o scme dz23ree. After running the experi systems a few %times, 4he
user begins %o understand which parameters are s.gnif.can® for Ziven
situations. Alsc, all of the sys%tems prov:i:de an on-i.ne “help’ funct:ion i:
infsrm %he user of the na“ture of. and appropriate resgonse %0. the vapious
quer:es encountered. Althoush the expert system zhells have an explanaviin
capabii:ty. 1n terms of the knowiedge base rulss used to reach a conclus:ica,
thi3 feature 18 not called upon by ihe average user. Mcst of the adv:ice
offered bv the systems provides both the necesszary ac-icn and the reascn oo
the acnicn; e.g., use of :ncendiary devices recguires fi:l:ing a fire pian wi-h
vhe $03% f1ire marshal.
1.2.2 Yeural. Computing.

Neural computing techno.ogy was examined sufficiensiy %c gain familiarity
1th the ‘undamentals. identify potential testing applicat.ons, and susgges: a
courge of action for further 1nvesvigat:on.

i.4.3 Test:ing.

-
18

e3t technology for Al expert¢ sy3sems 13 3.m0St ncnexistent Xudimentary
procedures were established for 1n-house use, with the hope “hat these Ta
iead 35 adding a more formal <est dimension ¢ expert system deve.opmen®
ac"'v:ties. Not much progress has been made Lv otfers in tle field e.tler
although guite a lot of interest 1n testing L3Sues wa3 eNpresz2ld Oy atiIncees
at an expert system workshop heid in con:iunztion wivh the 1383 annual Amer:-an
Asscciation for Artificiai Inteliiigence (AAAI) ccnference All 1ndizaticons
suggest that future conferences will coniinue to suppor: this attempt %0
provide test technology corresponding to advances 1n Al techno.clay




n

1.2 ANALYSIS

-
w
>

Applications.

The development of var:ious expert sysuems to a:d the bvest ofl:cer
demonstrates the applicability of this AI tachnology to probiems in he
testing env:irornment. The systems are stiii being evaiuated, and wirli prokazly
convinue to evolve to support more of the domain know.edge. However, the
potential utility of the development methodology used i1s readily apparent.
Besides the obvious benefits, such as reta:ined kncwiecdge and combined
expercise of multiple experts, this methodoioiy showed the feasibii:ty of
develop:ing and us:ing expert system technology with existing microcompuser
resources. In addition, i1mproved productiv:ity and gquaiity of work can Dde
expected from both the test officers and the domain experts. With increasing
emphasis on efficiency being dictated by :eaner budgets, these last wWe
considerations may overshadow other potential advantages of Al.

The prototype systems developed for the investigation addressed
individual problem domaing within the testing milieu. Since many of these
domains share commona.ity of information (here meaning both data and
knowledge) about test resources, techniques, and requirements, a broader
anaiysis of test support requirements is appropriate. An early examination of
“he testing :infrastructure, with subsequent incorporaticn of global
requirements into a supporting structure (1.e., data bases, networxs,
geographic information systems, and standard information elements), could
eventually lead to an integrated set of cooperazing support tools.

1.5.2 Neura!l Computing.

Neural computing technology has evolved to a point of limited practical
applicability, much as expert system technology did a few years ago. Ag with
the early commercialization of expert systems, neural networks wilil probadbly
suffer {rom being oversold and applied indiscriminately with overoptimistic
expectations. However, like expert system technology, neural computing
methods will most likely prove to be practical for small, well-defined probiem
areas. For many applications, this will mean that the neural network will be
merely a component of a larger system comprised of conventional software
(procedural code, data basesg, and, by then, expert systems/. The trea‘ment of
large problems, with specialized hardware to allow reasonable executicn times,
will bes% be left %o the research environment for the rear %erm. There
livtie doubt, however, that this technoiogy will find 1ts niche 1in system
developers' toolkits.

13

The application »f Al has not awaited the deveiopnerny of adeguate tess
me~hodoiogires. This has occurred with expert systems. and wil. a.so be 3
case for neural networks. Premature uyse of such t2chrnoicgy presumes the
existence of benefits which outwe:gh the risks incurred by iack of formal
testing techniques. One obvious 1ssue which ari:ses :35 a compariscn i the
pericrmance of Al compcnents to similar functiorality {(if possiblie) provided
by convenzional technology. In partial defense this use of tachnolosgy ;us:
cut of the laboratory, 1t should be realized that more conventional software
techniques are routinely used without mature %“est me+thodolciies (e.g.,

s

1-5




dissributed data bazes), or at least withour methods which ar
comprehensive and cost effective.

o
(3
O
N4
15

1.6 CONCLUSIONS

1.5.1 Applications.

The investigation demonstrated the viabiliwy of Al-based autrcmaved %ocls
to assist the test officer. Thic was acccmpiished with existing microcomputer
resources, which increased the availlability while minimizing implemenzabdion
costs. Further validaticn of this microcomputer-based expert system
deveiopment methodology wouid require completion of the evaluation phrase. w:ith
subsequent distribution of the sysitems throughout the organiza%t:son. 3Soiving
the :nfrastructure problem in conjunction with development of expert sysz-en
is too iarge an effort to be absorbed bv follow-on phases of <his
investigation. However, some consideration should be giver to the eventual
integration of the support %tools.

h
('1

1.6.2 Neural Computing. T

Neural computing appears to offer substantial benefits, especially if
viewed as merely another Al technique to be used in conjunction with other
ethods. Both the advantages of neural networks in %test tools and their

potential use in test items make it prudent (o maintain awareness o?
developments in this area.

1.86.3 Testing.

Since systems are already being developed which employ exper: systen
technology, it is imperative that adequate %te3t techniques be develorped
immediately. Test procedures and test issues should be established f{or the
various types of Al technology, different methods of implementation, and
<ypical operational characteristics.

1.7 RECOMMENDATIONS

1.7.. Applications.

Further investigat:ion .5 recommended in the following areas:

a. The too. baze deveioped during the in:isial
hrough <he evaluation phase <o furiher va.idate :h
stribution and cperational cons:derations should

praSe s“oul
r

e
be addresgged, ari

ma.ntanante > “he kncwiedge bases should be investigated. Fur-ier
deve.opment cf %est officer suppor% tools should aiso factor 1n infrastructure
rejuirements to the extent possibie.

5. A s-—arate 1nvestigation :8 required to anaiyze the requirements f{or
establishing and maintaining an automated testing infrastructure.




1.7.2 YNeura. Computiiayf.

Neural computing should be investigated Iurther, either as a separate
investigation, cr by %the application of increased resources to folliow-on
effor~s of this investigation.

1.7.3 Test:in

An inves::gation :s required %o develop test drccedures

(XN
(@)
*3
"
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SECTION 2.
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INVESTIGATIOY

2.1 APPLICATION OF Al

One of the spin-o0ifs of AI research has Yeen the development of tools
known as expert system shelis to assist 1in the congsruction of rule-based
expert systems. These expert system shells aliow a knowledge eng:neer %o
cod:iy logica.l inferences (rules) abcut a g:iven doma:in, and procesg the
regulting knowiedge base to provide expertise o the user. This investilgation
examined the potential of applying *his technology to assist the test officer
by developing various Al-based support tools.

2.... Apyroach.

Historically, most expert systems have been developed oy a tean
consisting of Al experts and demain experts, although in a few :nstances *he
domain experts acted as their own knowiedge engineers. It :s the job of the
know.edge eng:.neer to obtain knowledge about a particular domain through
consultation with one or more experts, documented information, or some
combination of these sources. This knowledge is then incorporated into an
automated tool which uses this expertise in solving problems within the
domain. Zxpert system shells have considerably eased the task of deve.oping
expert system tools, by providing a means to enter and exercise ldogica. ru.les

tout a given domain. In this sense, these tools are similar to the
capability offered by conventional sofitware language compilars/intarpretars.

Recent developments in expert zystem cheils have resulted :in a numder
tcols which are relatively easy to use, and do not require exiensive
programming skills such as those normally associated with using symbolic
programming languageg. These shells have made 1% possibie for some doma:in
experts to build expert systems without assistance. However, knowledge
angineering encompasses more than merely entering rules in the proper format.
One need for knowledge engineers arises when the complete system includes
convensional software components. In these situations the xnowiedge engineer,
who 15 usually skilled in software development, can develop a design which
will satisfy all of the system requirements.

32

USAEPG used the knowledZe engineer/domain expert %team concedt in
deveioping support tools for the test officer. Par: oi the approach 1avclved
conducting an expert system workzhop %o familiarize personnel with the
technoiogy and to solicit ideas for further development. The wcrkshop
included six teams, each of which buiit a small exper?® system as a class
exercige. Of these, three systems were seiected for deveiopmen: of 13
grototype system, based c¢n a managem~~t review of the ciass projects. iher
suppor: tools were conceived af%er ithe workshop concepts had evolved and .decas
tor potential applications became more apparenty. One s:de benefitv was the
exposure of both management and test experts to the capabilities and
limitat:ions of expert systems.
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Applications propcsed for test officer guppor: -00ls were further
screened by an existing tool which determines the probable success of a
proposed system by analyzing var:ious parameters of the project. This system,
sne Exrert System Selector (ES®), is itself an expert system. EZS? examines
such factors as the ava:labil:ty of expertise. and supporting deveiopment and
runtime %00ls; and the suitability and feasib:ility oi an expert system
soiution. It then prov:ides a quaiitative score of the cverall success
potential. ~>Proposed concepts were required to be sufficiently well defined %o
be graded by the ES- before being considered for develiopment. Th:s approach,
1n fact, was used to screen i1deas for the initial workshop, and was
responsible f{or the eli:mination of what would have been poorly zuited or
overly ambitious suggestions.

2.1.2 Environment.

The computing resources of USAEPG are considzsrable, and include a var:a<;
2f mainframe, mini, micro, and specilal-purpose computers. The sophissicaved
machines tailored to AI applicationg are not readiiy available to the test
officer, however. For administrative functions, including test planning
activities, microcomputers are the primary computing resource. Earlier Al
efforts at USAEPG relied on large minicomputers or symbolic processors.
However, the emergence of microcomputer-based expert system develcopment tools
was noted, and some shells were acquired to determine the practicality of Al
systems targeted for the smaller machines. Earlier products had been too
slow, many impractical, even when implemented on the larger machines.

2.1.3 Characteristics of Testing Organization.

USAEPG, like the other subordinate elements of the U.S. Army Test and
gvaluation Command (TECOM), asgigng action officers to oversee the activities
ascsociated with test directives. These test officers must wear a number of
hats in performing their duties. BeSides test planning, the test officer is
responsible for monitoring actual test conduct, and of course anaiyzing and
reporting the results. With test items increasging in complexity due to the
increased use of electronics, computers, and communications, more types of
tests, of a greater variety, must be performed in today’'s testing environment.
This would be sufficiently challenging without the additional burden of
reduced budgeis and increased documentation requirements. At USAEPG alone,
approximately 100 personnel are designated as test officers, with
respcnsibliity for conforming wo all of the aporopr:i:ate directives,
regulations, and guidelines without losing sight of the primary mission.

2.1.4 Xnow.adge Infrastiructure.

Zxoersy systems des:igned to provide advice and assistance 1n policy ard
procedure within %he context of a large organizasicn require a% least two
types of kncwiedge. The first type, knowledge of the domain 1n which the
system is %o advise and asgist, is termed domain expertise, and is *the object
of the knowledge acquisition effort ag commonly described 1in AI literaturas,
“he second type involves information concerning the administrazive,
organizaticnal, and regulatory environment within which the exper:t and systien
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auss cperata. This knowiadde bears a reia%longhip 70 domain experi.ze
ana.ogous %c that between a given industrial, business, or adminisirative
facilii1ty and the complex suite of trangportation, <ommunication, and u-il
facilities, standards, and administrative provisions necessary to %he:r
operation. The %erm inirastruc%ure has been borrowed f{rom the 2conomic and
g2opoiivical literazure %o describe %this knowledge.

1%y

Wisthin USAEPG, requisite i1nformation 1s widely ava:labie, but {rom a wide
varretvy of sources. At this time, there is no central po:nt for maintenance
f or access %o this i1nformation. Zxamples of the types ¢! rnformai.ion
invoived 1inc.ude:
a. Organization, Mission, and Functions manuai.
b. Organization charws for USAEPG and relaved organizatisns.
c. Lists of DoD, Army, AMC, TECOM, and USAZPG pub.iications.

d. Lists of non-DoD and industry standards and rela%ted publ:cations.

2. Project/topic/system point-of-contact lists.

(X

Standard distribution lists.

4. Acronym/abbreviation lists, etc.

1)
138

Al EXPERT SYSTEM APPLICATIONS

An Al expert sysiem deveiopment methodology for test officer support
tools was synthesized from the lessons learned from previous projects, Al
technology capabilities, computer resource availability, elements of the
testing environment and test officer duties, and characteris*tics of the
domains deemed suitable. Thig resulted in an approach simiiar to those usad
by industry for smaller Al applications:

a. Acquisition of microcomputer d:velopment tools and related gersonnel
skills

(o)

Identification of suitable applications.
c. Teaming of a knowiedge engineer and domain expertvi{s).
d. Protctypinrg and iterative development of the axpert systems.

The result of implementing this methodoiogy was the generation 2i a
number of small expert sys<ems which address problems ancountered by =zha
officer. Most of the systems deal with requirements during the planning
phases of a test. This 1s not an indication that expert systems are nos:
suitab.e for zest conduct or reporting activities, but probably does reilezs
the greater stability and better defined nature of the zlanning stage. That
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13, %est piarns and env:ironmental documentailon are aiwavs ragu
of other var:.ations :n the test activity.

officer support tools built duris
or each zystem, tle purpose and go
cn

The prototype test
, design characteristics, ben2f:28, and sta%us are

are described below.
requiremenss, descripte

briefly descrided.

~
[ S}

.. Test Plan Drafter.

?urpose/Goals. The near-term goai of the TrJl
manual assembly of boilerplate for an initial d
This 1s a time-consuming effort conzisting
oid test plans, bu%t little real inteilectual e H .
1n a strawman version for distribution to specif:c subtest domain
experts for further editing.
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A longer term goal of the effort is to create a prototype knowiedge
infrastructure, :.e., a structure for centralized maintenance of bovh spec:

£
iniormation pertaining to a given test and general informaticn needed 1n test
piannirg.

C

~

.2.1.2 Domain/Expertise. The initial knowledge acquisition for TPD 1nveivad
detvermining the structure and composition of a DTP. This 1s specified in par
by reference 2. Further detail was provided through review of local poil:icy
and i.terviews with test officers and with USAEPG's Technical Publicavions

(R R

Zivision personnel responsible for preparing and publishing test plans.

Subsequent efforts involved acquisition of previously drafted bciierpliase
for specific subtests and review of Army, AMC, TECOM, and USAEPG publiicaticns
to refine the knowledge of test plan composition and of the overall test and
evaluat:on process in the Army. This latter knowledge, in addition to aiding
in understanding the test planning process, is essential to realize %the
desired training benefits from use of the intended tool.

2.2.1.3 Requirements. The general requirements (aid on ail the application
efforts seleched were that they be of wide utility and also aid in training of
personnel. Requirements specific to TPD were that 1t reduce the manual and
teleprhonic work required to reach %he strawman stage for a DT?, that it
prov.ie :nformation on test plan structure and component descriptions, and
thas 1t assist the novice test officer 1n understanding the “est and
evaitasion process. Requirements added dur:ng the prototype developmen:i were
shat it assist in draft DTP preparation and irn 4he mechanics of the UTF review
process.

A requirement of the TPD infrastructure was tha% it be maintainad.e 1n a
iorm accessible to a broad range of offices. For this reason, the %oc.
selected to create and maintain these componenis should be one that i1s widelv
avali.abie and understood by personnel not necessarily

with expert svstem or Al development.

as
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2.2.1.4 Description. The current TPD protctype perfcrms four funciions:

a. It provides a simple mechanism for entering and mainta:ning
standard i1nformation pertinent to a specif:c test.

b. It creates a partial strawman DTP f{rom the :nformation en-ered;

c. 1%t provides background :nformation on the %tesz*t and evaluatvion
process .n gereral, as well as on specific components ¢f a =

d. It provides a mechanism for preparing a drafs DTP and i.mi-ed
assistance in review thereo:.

2.2...5 Design/Development Character:isi:izcs. The primary developmen:
env:ironment selecved for TPD was dBASE III. This environment allows
attainment of the infrastructure goals without having 1o retrofit the
infrastructure at a later time. The Al-related tools used are HYPE, Irom
Knowledge Garden, Inc., and EXSYS (Expert System Development Package),
obtained from California Intelligence, Inc. HYPE allows use of the hypertext
paradigm for help and explanation functions. EXSYS allows development of
expert system components. One further itool, DOCUCOMP, from Advanced Sof“ware,
inc., provides a document comparison facility for identifying changes made %o
2 standard subtest to tailor it for a specific system. This 1s the iimited
assistance provided in drait DTP preparation and in the mechanics of the DTP
review process (section 2.2.1.3).

The initial TPD prototype consists entirely of the dBASE III and HYPZ
files and software dealing with creation and maintenance of test plan
information, and associated help and explanation files. The dBASE IIl

application software drives the application, invoking HYPE and DOCUCOMP where
appropriate.

Figure 2-1 shows the current and currently planned TPD produc<s and their
status. Figure 2-2 shows the overall data {low for the application.

2.2.1.6 Benefitss/Use. TPD is designed %o be used primarily by a test officer
for a specific system, to assist in preparing a sirawman DTF. Another
potential user is the manager evaluating a proposed test outline for a

potential customer.

The current TPD prototype is installed in the Command and Control
Division of the Command, Control, and Communications (C?) Test Directorate.
It has been used in production of several strawman DTPs, and the current users
tave made several suggestions for improvement.

The most obvious benefit to be gained from the TPD is time. Current
users and others to whom TPD has been demonstrated indicate that the current
manual method of strawman draft plan composition can take from two days %o 4wc
weeks. The TPD output is available within .5 to 30 minutes. Wh:ile the
resulting product i8 not complete, it accounts for perhaps as much as 30 %o 39
percent of the content of such a strawman. Scme increase in this percentage
will accrue from growth in the archive of standard subtests, while some mus:
await implementation of further planned functions.
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Less obvious 1s %he training and standardization benefit. The hypertex:
providaed wi+h TPD makes available to the novice much :nformation previcus.y
avariable cnly by laborious search.ng through assorted regulas.ons and
ramphiets. 1t 3130 indicates sources for fur-her inicrmatizn. oreover,
whi.e in the pas% the differing backgrounds and levels of oxpewlence among
test officers have sometimes led to .rragularivies in DTP and subtas
mcre wicdespread use of a single tool offers the promire of :mproved adherence
o TECCM and local guidance with less admin:sirative rev.ew and rewriting

ort. This wiil allow test officers, test engineerg, and managers ¢ <evo
more 5f their =:me and effort to substaniive %est 1ssues.

ot

e
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.2...7 Deve.cpment Statug. TPD prototype functionai:ty, as :nd:cazed in
f:gure 2-1, 13 roughly 70 percent -ompiaie. ddition of the expert systaenm
components f{or subtest recommendations and coordination requirements w:il.
bring the system to a level that will permit 1nit:a. formal evaluation of
utility. This will require making the tool more widely available to test

officers, which will in turn require additional copies of supporting scftware

2.2.1.8 Fuyture. Given that the TPD proves worthy of continued development,
vhree major lines of development are foreseen. The first 1s expansion and
refi:nement of the knowledge-based portion of the system, 1.e., the hypertex?®
and expert system components. These offer considerable potential for
expansion 1in%o expert test planning areas, such as cosgting and scheduling. as
wel. as %tutor:ial and advisory components for test officer train:ing.

The second area involves the conventional, infragstructure component. The
knowledge infrastructure igsue i3 documented at paragraph 2.1.4 above. I
important here %o note only that this effort has created a skeletal
infrastructure 1n conventional code %o investigate the maintenance and
integration problems that might arise.

t 1s

The third line of development involves support tool integration. The
of a conventional basis for this tool, and development of a standard shell
passing the information contained 1n a test-specific data base to an 2xpert
system component, constitutes an example of one integration approach. Further
refinement of this mechanism, and comparison with others, 13 essential <0

a..ow 1ntegration of the support tools into a singlie package for use ty ihe
.est officer.

use
¢
plo ) of

[ )
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Zavironmental Impact Assessment Zxpert Svstem.

2.2.2.1 FPurpocse’/Goals. The purpose of ZVA 1s %o ass:st the tes: coff:cer 2nd
environmental personnel in coliecting accurate environmental :information

during the ear.y pianning phases of test activities, and 1n making apprecoriate
recommendations based on characteristics of he proposed activit:ies. Srtecific

goals of the system were lo:

a. Identify “ests with minimal or no environmenta. 1mpacts, and
streamiine the documentation process.

e




5. Ident:ify poss.tie environmenta. :mpacts and the rescurces thai couid
be affected (e.g., water, wildlife, cultural, historicall.

ss of i1nformation provided

c. Improve %he quaiity, detail, and * iine
r 1l stages of a test projece.

.
%3¢ environmental personnel during the in

d. Incorporate environmental informaticn into the initial
g3cis:on-making stages of a project.

2, Guicde acwivity proporents -hrough <he environmental assessment
orocess, and l1st po.nts of contact for action i1tems and regulatcry
reguiraments
2.2.2.2 DJcmain/Expertize. The domain of ZVA covers thatl area 2 Kncw.elis
required to 1daniily pozentla; ernvironmental .mpacts, recognize catescrical
ex2lusicns frem he rules for cer-a.n Zdamaging activities, and periorm a
preliminary screening to determlne the probable environmental documentation
requirements. This expertise resides with the USAEPG environmental quality
cocrdinator and environmental gpecialists atlached %o the post garrison.

These experts in turn consult specialists in more narrow domains when
necessary.

As EVA evolved through various prototype stages, additional information
from documented sources was incorpo*ated into the design. This information
ccnsisted more of guantitative .mpact facters, rather than :iniultive Xnow.edge
abcut “he doma:n3. The inferences about this data were supplied by the human
domain experis.

A% the end of prototype development the following gources had been used
in generating the data bases and rules of EV

a. U. S. Army Corps of Engineers
1. Construction Engineering Research Laboratory reports
2. Archaeologist

b. U.

w

Department of Agriculture, Soii Conservation Service
c. U. 8. Army Environmental Hygiene Agency

Fort Huachuca

1. Forester

2. Wiidlife Biologist

3 Fish Biologist

4. ZEnvironmentalil Sgecial:is:

Much credit 1s due the pogt environmental spec:alist for i1dent:fy:ing
sources of information and eliciting knowiedge from subdomain experts. This
effort exceeded -he scope of the normali part:cipation of an expert, and aided
tremendousiy 1n knowiedge acquisition activi‘les.

2.2.2.3 Reguirements. USAEPG :s required to coniorm to federal and s:ate
environmental reguiat:ons ag well as APﬁV and 20D policy 1n these matters.

Every proponent of an exercige or %est at For: Huachuca 1s regu.red <o address

>'c




the environmental issues assoc:iated wi:vh the activity. USAEPG ¢t
have the additional responsibility for assessing potential envir La.
:mpacts for any activity resulting from a test directive, regardiess of the
nature of +“he “esting.

o
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The resuis 9! the preliminary impact as s ssment 1s a record o‘
environmenta. considerat:on (REC). The REC documents the consi:deraticn
environmental 1mpacts; possible outcomes are :h t ,he a~,iv1'y s adegu
covered by ex:iswing documentatlon, Jua.i1fies for an tablished ca-
eYCiuS1Oon O J%her exempyiod oT requlires an anv:.rcnmental
Invironmenval assessments aubaecueﬂu;v resuls n a ¢
.mpact’ or 1ndicave that an ex%enzive 2nv.Ironmental Mg
reguired.

Most of USAEPG's activities are conducted at locatiens specifiically
designated and documented for that type of activity, or are conduc%ed entirely
within an enclosed facility, such as computer simulation and modeiing. Thus,
the major requirement of a preliminary environmental screening is to
discriminate as early as possible between typical situations requiring little

further documentation, and those requiring a significant environmental impact
study.

2.2.4 Description. The EVA elicits information about & proposed aciivisy
from the test officer, and reaches a preliminary conclusion on the act:ons
required. It then generates a report con%taining action items. and summary and
detail characteristics of the activity, with corresponding envircnmental
impacts. Act:vities which have aiready been documented or qualify for a
categorical exclusion are quickly i1dentified (i.e., a minimum of user :input :s
required), and the necessary REC report 13 generated. For activities where
the potential environmental impact is greater. the user may elect to examin2
the environmental resources most affected and, if possible, mod:fy
characteristics of the proposed activiiy to minimize the 1impact and associated
documentation. In any event, information from the report is used by zhe

environmental quality coordinator in completing the environmental
requirements.

2.2.2.5 Design/Development Characteristics. The EVA gystem cons:ists of an
expert gystem which provides the user interface, contains the rules used %0
make decizions, generates reports, and interfaces wi.th other czols {or
addi%ional capabilities. These other tools supply such {unctions as actess %o
data bases and graphic display of map information. Other components inclucde
supporting information such as help, system parameter, map, point-of-contac:,
and report specification files. The expert sys*em shell, EXSYS, aliows a
means %0 interface with the other tools and files so efficientiy that the user
15 Zenera.iy unaware of the individual components. To further isoiate the
user f{rom having to contend with directory structures and cperating svsten
commands, a set of command files was created to simp.:fy the installation and

s

opera%tion of EVA. The user merely enters cne command %0 run the system anc
di8piay and print the results.

The main expert component of EVA contains about 120 IF-THEN

ru.es .n +he
knowiedge base. When processed by the EXSYS inference engine, ihe ru.es cerve
to colliect *the necessary informa%:on to reach *he f:inal cencliusicn on the
environmental impact%s of the proposed act:ivity. Forward chaining, a technijue

2-1.0




which Zetermines how the ruiez are processed, 3al50 al.ows some conirci cver
the sequence :n which events take place. Thus, the user can be presented with
queries 1n the same relative order, even though the knowledge base and
supporting data bases may have changed from previous versions.

Although all of the rules may appliy to a given scenar:o, only those wh:ich
rely upon unknown :information will request the user to enter needed data.
Besidesg background informat:ion such as project number and description, which

re a.ways requested, firing (processing) ¢f the rules may trigger guer:es cn

up o .50 numerical or textual variables, and up to 35 muit:iple-cho:ce
juestions. For example, 1f the activity will inciude aircrait, then
:nfcrmation is requested on the number of aircraft, number of flight hours,
and time of day and altitude of <he fligh%ts. Because only a2ssenvial
information .s requrested, and ZVA session can iast_anywhere from 3 to 4%
minutes

Far%t of the development philosophy was 1o minimize the amount of
xnowledge %o be included in the rules about a specific installation.
Information on the location of sensitive resources, period of sensitivity 1if
not constant throughout the year, and qualitative damage factors associated
with particular activities, were placed in ten data bases. These data bases
were designed to be readily understood and modified by the domain experts
without first having to obtain knowledge engineering skills. Likewise, user
help screens, point-of-contact information, etc., which contained
installation-gpecific material, were kept in separate files. This approach
may wprovide a ready means of por%ting the system to other installations, but
was chosen primarily %o reduce development and maintenance costs. Information
contained in the various data bases and files could have easlly been encoded
into rules, and some expert development packages provide the capability to do
just that when fed tabular data. The problem with a pure expert system
solution, with all of the knowledge embedded in rules, concerns the size of
the resultant ruie baser—1It wag estimated that to incorporate the knowledge
in the data bases alone into rules would add another three to four hundred
rules. Further development and maintenance of such an unwieldy knowledge base
would have significantly impeded progress, with no known advantages.

2.2.2.6 Benefitg/Use. EVA offers benefitis to the test officer, environmental
quaiity coordinator, and program managers. Test officers are given the
spportunity %o compare environmental effects of different activities at
various locations and times. With little prior knowledge of environmental
concerns, the test officer using EVA can quickly gain an appreciation of the
relative impact of various activities through the gquestions asked, the
associated help text, and the outcome of the proposed scenarios. Less
experienced test officers also beneiit from the action i1tems and notes relaved
to the proposed activity; e.g., contact:ing <he fire marsha. and filing a f:re
vian 1l incendiary devices are used, or coordina%ting %ree and trush remova.
with the post forester. These serve as reminders even for seascned test:
officers, and both inexperienced and experienced users of the sysiem benefit
from reduced paperwork and coordination.

EVA does not make complicated environmental decisions, wr
environmenia. aggessments or environmental .mpact statemenig, replace
environmental personnel. In fact, environmental gqual:ity coordinators

18
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~hemselves can use EVA to refine %he work in:tiated by vest 2{i:-ers, or a3 a
method of automating and documenting activities in a standard f{ashion. Tes:is
with minimal! environmental impact are :dent:fied with a savings of paperwork
and time. Even for large activi“les not fully handled by EVA, the quality,
consistency, and detail of information presented to env:ircnmental perscnnel :s
greatiy improved. Without EVA, many preliminary meesings are required between
the tes% officer and environmental qual:ty cocrdinator, merely <o estadl:ish
what information is needed, and then the daza 1s rarely avaiiable in an
crgan:zed format.

onsors of testing activities may Zain the most : e
somewhat indirectly. Because extensive envircnmenta. do
ments can cause lengthy and expansive delays, 1% 13 1mpo
{y potential impacts as early as possible, and develiop ail
108 which are more environmentvally benign. Advance warning o
ily expensive activities, such as disposal of hazardous materials

(e.g., expended batteries), may, if given in time, aliow lmpiementation of
more cost-effective solutions.
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2.2.2.7 Development Statug. EVA is currently installed on several
microcomputer systems at Fort Huachuca; about 20 test officers have been
formaliy trained in its use. Presently the system 1s in an evaluation phase,
where feedback is being obtained concerning 1t3 use in test operations.

2.2.2.8 Future. A number of ideag for further development of EVA have been
proposed. During its construction, the development team 1dent:fied a number
of desirable features which could not be implemented because of time
constraints. ther valuable 1deas emerged from the test officer trainin
sessions. However, the actual usefulness and benefits to be realized must be
determined from the results of the ongoing evaluation. Some of the more

si1gnificant limitations and improvements to be considered in future efforts
are the foliowing:

a. Some of the knowledge in EVA is in a preliminary state, having Deen
added to determine the feasibility and desirability of certain features f(e.g.,
a component to address hazardous materials). Those features deemed desirable

should be expanded, along with the rest of the system, i1nto a fully
operational {orm.

5. The potential for porting the system to other :nstallat:ons shouid be
explored further. This would require an initlal analysis of the requirements
of other installations, to see if enough commonality ex:sts :n the knowledge
domains %o maxe %4his approach feasgible. Such an inves<igation m:ght also shed

some ligh% on the commonality of other requirements, such as %tes! resource
management and safely.

|1l

e protosype system has the limitation that cnily on vap area can be
:he location of activity. Although areas may be arbitrarily

rée or small as desired, a cumbersome s:iuaiiosn occurs with
3:st1ng of 100 or more sites with minimal ;mpac: at each
n smaller activiti:es may be handied better :1I =

1f unrestricted boundaries are allcwed,




d. A feature which would allow saving ali of the :nput information, to
be used la%ter to examine the 1impact of different test scenarios, is desirable.
Such a capability was partially implemented, but had to be disabled because of
a soitware discrepancy in the expert system tool. Along these same lines,
many users expressed the desire to be able to modify an entry that had jus:

been made. Both seem to be necessary features {or practical use :in an
operational environment.

2. Most of the data bases of EVA are indexed by location. Geographic
information also plays an important part in many other funciions at Fort
Zuachuca. A solution to many of these needs for information associated wiih
geographic position would be a geographic information sysvem. This is aiso a
requirement of many other proposed test tools. While implementazion and
ma.nvenance of such a system 13 well beyond -the scope of this investigation,
the potential usefulness 1s great encugh to warrant development by ozher
means.

f. The actual users of EVA range from inexperienced test officers o
qualified environmental personnel. Because of the disparity in experience, a
system tailored to a given skill level will be somewhat frustrating for users
of a different level. Experienced users quickly tire of a system oriented
toward the novice, while inexperienced users may find a system written for the
expert to be much too difficult. A possible solution to this dilemma was
discovered during the EVA development, but too late to fully evaluate.
Basically, this approach, if implemented, would call for multiple levels of
rules, help, and queries. A "don’'t understand® option is provided on higher
level queries. When invoked by the novice, this option fires lower level
ruies which eiicit a number of simpler details from the user. These details
are then formulated by the lower level rules into facts which satisiy the
original, "difficult’ query. Such an approach is best implemented on mature
knowledge bases because of the growth in size and commensurate decline in
maintainabiiity. For a system with a diverse user base, further examination
of this technique may prove useful.

2.2.3 Meteorological Expert System.

2.2.3.1 Purpose/Goals. The Meteorological expert system (MET) began
originally as 3 manual paper checklist for test officers to use 1n preparing
for upcoming tests at Fort Huachuca. It is des:gned 1o emphasize the need for
meteorological data in planning and reporting tests within USAEPG. MET also
indicates that various meteorological measurements and advisories are
avaiiable from the Atmospheric Sciences Laboratory (ASL) weather svation at
Fort Huachuca, and from other sites located on the Fort Huachuca ranges.

2.2.3.2 Domain/Expertise. This expert system deals with the knowiedge
encompassing meteorological measurements and/or those weather evenis which
affect test operations on the ground or in the atmosphere where testing will
take place. Generally these measurements cor observations are provided by ASL.

2.2.3.3 Regquirements. From the standpo:nt of the test off{icer, the need for
an expert system on weather is that 1t can educate and inform the test oiiicer
about meteorological data requirements and availiable resources for 3 tes%. The
need for such data comes primarily when the ‘est will ba conducied outdoors.
The expert system will make clear that the officer will! need %o have weazher
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predictions before the test in orcer to plan for condivions such as cold or
heat, rain or sgnow, and wind or lightning. Weather advisor:es and weather
alerts from ASL can warn the test officer in the field of impending sudden
weather changes that could endanger personnel and eju:pment.

2.2.3.4 Description. The MET system educates the test officer as to possibie
weather-related needs, and informs the officer on how to obta:n needed
measurements to prepare for the test, how to run the test more effectively,
and how to obtain weather station support :in reporting the test outcone.

Measurements and predictions of temperature, dew poin:, rain, snow,
thunderstorm activity, and winds :n -he icwer atmosphere, may be needed.
Predicsions mavw Se needed as to meveorcliogical cconditions such as sunspotl
activiny and atmospheric index of refracvion. MET informs “he test officer
whether, during on-site test activities, weather acvisor:ies and reports of
selected metecro.ogical values are available and may be needed. Also
weather station's ability to support test reporting is covered.

~
.o
he ASL

-
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The resuit of using the MET system is that the test officer can produce
better test data by being prepared with needed meteorological data, both in
measurementg that directly supply parameters needed in the calibration of
equipment such as radar, and in supplying measurements for the tes%, as well
ag weather advisories that assist in day-to-day running of test operaticns.

Without MET, the test officer must know to inform ASL of test
requirements far enough in advance %o prepare them to suppiy information
needed for the test. ASL may need to prepare ahead of time %o be able to maxe
measurements during the test, and will need to know whai data are needed for

the test report. ASL can supply reports of the meteoroclogical conditions ‘ha:
existed during testing.

2.2.3.5 Design/Develiopment Character:s:ics. The MET system is composSed of a
series of questions which are presented to a test officer from within the
EXSYS shell. The questions asked in this prototype version of MET determine,
tfor example, whether lasers will be used in the atmosphere, whether any radar
or unmanned aeronautical vehicles (UAV) will be used, whether personnel and/or
equipment will be in the field, and whether heavy rain or snow willi be a
problem. From such factors, MET can ithen advise that meteorological
measurements will be needed to support these activities. For example:

a. Aerosol density in the atmosphere or optical scint:iilation
measurements may be needed for a test involving lasers.

. Meteorological data used in radar calibration may be needed for a
“Lest using or testing radar.

c. Measurements of upper air wincg and turbulence could be needed for
a vest using UAVs,

4. Weather advisories wouid be wise to have during test activities.

MET automates the or:ginal weather/metecorciogical checklist :nto a systen
1n which the questions are presented on the computer monitcr for decision,
heip 1s provided dy way of a computer-siored tex: file for each gquestion, and
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the answers are stored in computer memory until the sess:ions end, when 2
report 1including all input answers 1s produced. The report :s displayed con the
computer monitor and printed on the iine printer, under operatcr ccntrol.

2.2.3.6 Benef.ts/Use. The beneii- <f using <nhe MET system 1s that -he -e

officer baccmes Detter informed about avaliablie support Ircm the ASL weathe
station, and learns what weather conditions require spec:ial preparation. The
test officer can then more likely plan the test so as to produce a more
accurate result, and will be able to write a more correct and informative

repcrt. This all adds up to savings in vime and money.

2.2.3.7 Deveiopment Status. MET has been developed only to the initia:
evaluation stage. In this prototype version, MET has been placecd cn 10
microcomputers in the USAEPG and ASL-offices at Fort Huachuca, so as %o be
avallable for use by all test officers. Statistics on system usage and
comments on deficiencies or possible improvements have not yet been collected.

2.2.3.8 Future. After evaluation, the MET prctotype will be modified to
eliminate any discrepancies found, and to enhance the system's capabiilties %o
better serve %est officer needs. Questions will be improved to clarify their
meaning. The MET help file will be changed, as needed, to make explanations
more useful to the user. The sequence 0f questions presented to each test
officer will be determined by previocus answers to prevent redundancies.

2.3 NEW TECHNOLOGY (NEURAL COMPUTING)

Preliminary efforts on this investigation focused on the application of
Al expert system technology because this area is more mature than other Al
techniques and technologies. However, rapid progress is being made in the
other areas. The next major technology to emerge from AI laboratories will
probably be from the'category of Al known as neural computing. Since the
products of neural computing, neural networks, are beginning to appear in
commercial applications, it was felt that this aspect of AI should bve
investigated further. To this end, an 1nitial investigation into neural
computing was performed to agsess the feasibility of empioying neural networks

in future tools. The findings of this effort are documented in volume II of
this report.

2.4 TESTING AI ISSUzEs.

In dealing with issues related Yo tes%uing of Al-based systems, TSAEPG has
addresgsed them at two levels. On %the one hand, USAEPG has been faced with the
problems of test and evaluation of itg own expert system developmen® effortsz.
On the cther hand, 1t has attempted, through literature reviews, participaz:ion
in professional exchanges and sma.l business .nnovative search (S3IR)
efforts, to i.dentify or encourage research and deve.opmen: eiforts leading %o
tegt techniques and methodologies for such sysiems. In both cases, the
attention has been directed almost entirely towards test and evaluat.on of
exper’t systems, as they are the mos%t widely implemented anc most highly
evoived of AlI-reiated technolog.es.




2.4.1 In-House Philosophy.

As :ndicated in reference !, well-founded techniques and implementing
technoiogies for test and evaluation of expert systiems are virtualiy
nonexistent. While the past year has witnessed the appearance of a number of
prototype techniques, and an even wider range of proposals, none of these is
at the stage of development which would allow acquisition of implementing
software tools for generic systems. For this reason, USAEPG's test and
evaluation of 1ts own development efforts have been limited to expert and
developer “walk-throughs”™ of the respective knowiedge bases, and direct
comparison of human exper? and exper% system performance on test cases.

For mc.t of the systems developed by USAEXG, limitation to these test and
evaluation techniques has been .ess problematic, :n that most of the systems
involved have been developed in large part from domain knowledge in published
ferm. Thus much of the organization into a readily assimilable form has
already been accomplished, including examples or exercises which may serve as
lnitial test cases, making both development and review much simpler.

2.4.2 Test Items with Al.

USAEPG has a long-term goal of identifying and investigating techniques
applicable to test items containing Al-based components. Current efforts have

been directed at techniques applicable to expert systems which may appear as
embedded gsoftware in battlefield automated systems (BAS).

Four techniques are in use at present and have gome potential for
application to BAS. These include:

a. Developer/expert review (walk-through) of the knowledge base.

b. Comparison of system performance against human expert or expert
panel performance on a set of test cases.

c. Comparison of system performance against that of an existing
conventional system or technique,.

d. Prediction of desirable or undesirable system characteristics

from analysis of the knowledge base and inference method, and testing for the
predicted characteristics.

As indicated above, the first and second techniques hLave been used %o
assess the performance of systems deveioped by USAEPG. The second and fourt
techniques were use* to a limited extent, in an observation cf a prototype
expert system developed by the Army under the Very Inteiligent Surveillance
and Target Acquisition program. All of the techniques have been applied Dy
one or more organizations and found useful, although they are all manpower

tnternsive and involve dedication of highly skil:ed personnel for their
application.

A number of regearch efforts are under way to create automated a:ids feor
checking various characteristics of a knowledge base at bo%h loca. and globa.
levels. While most of these are directed at creation of sophisticated
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development aids, their utility in a testing environment would ba immense.

The greatest impediment to appiying these techniques to expert systems
embedded in BAS is the lack of standards of knowledge representation,
inference mechanism definiticn, and actual implementat:on representation. The
toois being developed are targeted for a narrow range of development
environments, and the portability of the techniques is an open issue. 7o
address this, USAEPG has submitted SBIR proposals to investiZate creavion cf a
taxonomy, to include standard definitions of expert system technologies, as
we.l as to investigate a standard for expert system knowledge base
representation. In addition, an SBIR phase II eifort 1s now under way,
a2xamining existing and proposed expert system test techniques in some detail.

In order to foster greater cooperation among researchers in this area,
and to bring together some of the existing efforts, a USAEPG representazive
acted as cochairperson of a workshop on test and validation of expert sysiems,
which was held at the annual AAAI conference in August 1988 in St. Faul,
Minnesota. Over forty researchers attended, and some twenty presented papers.
The full formal proceedings of the workshop are in preparation. In addition
to allowing new points of contact, the workshop was responsible for several

new coordinated efforts, bringing together researchers not previously familiar
with one another’s work.

As a result of the workshop, USAEPG has established direct contact with a
number of the principle researchers investigating test and validation of
expert systems, as well with the other organizations funding such research.
The proceedings will provide a snapshot of the state of the art at this point
in time, and an independent check to apply to the results of the SBIR efforts
when those are received.
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APTENDIX A, METHODOLOGY INVESTIGATION PROPOSAL

28 August 1987
METHODOLOGY INVESTIGATION PROPOSAL

1. TITLE. Al Test Officer Support Tool

INSTALLATION OR FIELD OPERATING ACTIVITY. US Army Electronic ’roving
round, rFort Huachuca, Arizona 856123-7110.

2.
G

3. PRINCIPAL INVESTIGATOR. Mr. Robert Harder, Software and Automation
Branch, STEE?-MT-DA, AUTOVON 879-1879/.870.

4. DBACXGIOUND. Test design and planning for modern C3I systems require
famiiilarity with a number of test operating procedures (TOPs) as well as
detailed knowledge of specific test tool capabilities. A wide variety of
tests must be designed, planned, and scheduled in order to efficiently conduct
vesting. Interrelationships among test groups and tools, common data -
requirements and data reduction and analysis requirements, lead time to
prepare ingtrumentation, and required availability of the test item must be
well understood in order to efficiently conduct tests within allocated time
constraints.

USAEPG has explored the feasibility of an automated system to support the
test officer. Using Independent Laboratory In-house Research (ILIR) funds, a
prototype system was developed using AI technology. The prototype addressed
vests performed by the Simulation and Interference Branch primarily, but could
be expanded for other test areas.

5. QDBOBLEM. Testing C3®I systems involves designing and planning tasks which
are becoming increasingly complex. Advances in technology such as
microprocessor design, distributed real-time architectures, artificial
intelligence, and electro-optics are appearing in new C?1 developments. Whiie
thig sophisticated technology offers benefits to the developer, it is becoming
a considerable burden to the tester. Test officers are required to identify
appropriate test methods and associated i1nstrumentation and data acquisition
requirements for each emerging technological area. This requires a level of
expertise which is rarely found in any one individual. 3esides being
distributed among individuals, and therefore less available, this hard-earned
expertise is f{requently lost to the organization because of personnel
reassignment or attritio:n.

5. QBJECTIVE. To improve test methodolody by providing the test oificer with
an automated support tool.

7. MISSION AREA(S) SUPPORTED. All DA mission areas for systems conwaining
embedded computer resources (ECR) are supported. The "Big 5° program

categories (C3, RSTA, etc.) are accommodated by the nonsystem-specific nature
of the methodology.




Al Test Off:cer Support Tool 'Cont)

8. PROCEOJURES.

a. Summary. The i1nvestigation will draw upon previous ILIR efforts by
expanding the level of detail and the scope. The result will be an enhanced
tool support:ng the test officer 1n specific domainsg such as elecsromagne4:1:
compatibility, sofiware testing, and general %t2st mechanisms. Ozher domain
categories wiil be explored as time permi’s.

b. Detailed Approach. The USAEPG will:

(I} Extract and codify knowledge from cognizant individuals in f:
1nciuding eiectromagnetic and sofiware testiing.

{2) ZEZxamine other tes* areas -0 .dentif
branches, test instrumentation capabiiizies, and ¢
requirements. Commonality among these various f§
{orm a framework which will accommodate all tes: functions, 1
and resources. Joliowing implementation of the generalized £
specific %test areas (xnowledge domains) will be analyzed in depth and
incorporated 1nto the tool.

¢. Final Product(s).

(1) An AI test officer support tool with enhanced capability--more
‘smarts’ in the existing area of coverage, and additional test areas coverzd.

{2) Hequirements and recommendations for automavion of %e3t design
and planning {unctions.

d. Coordination. Extensive coordination with the various test groups of
the USAEPG is an inherent characteristic of the inves*igation. To the exten:
that test areas covered overlap the areas of interest of other I/FOAs,
coordination will be accomplished through exisiing mechanisms such as the
TECOM Software Technical Committee (TSQTEC).

e. Environmental Impact Statement. Execution of this task wiil not have
an adverse impact on the quality of the environment.

f. Health Bazard Statement. Execution of this task will not 1invoive
health hazards %o personnel.

9. JUSTIFICATION/IMPACT

a. Association with Migesion. This invesiigat:on directly supportis
USAEPG's miszsion relative %o test and evaluation Providing test officers
wi-h automated suppors tools will improve the efficiency and efiectiveness ¢
tes%ing.

b.. Assoc:ation with Methodology/Instrumentation Program. This proect
stupports thrusts of the TECOM Methodology Program %o improve the qual:ivy of
testing as well as test process.

. Pregent Capability, L:mitations, Improvement, and Impac% on Testing :f
nct Approved.




t1) Presen* Tarpabil:ity TOPs and guidelinas, such as the USAZXS Tes:
oL =3

Jfficers Handbook, prov:de static :nformavion on %“est methods and checkl:.s:s

{or %est piann.ng purposes.

rrent guirdelines of%en co not prov:ide <he level
cf deza1l required {or cptimized appl:ication of scarce test resources. Ais»
vhe information 1is static; status of %test insirumentation, competition for
resources among different test i1tems, and the impact of no%t performing some
test (or lack of test material such as certain documentation) is poorly
hardled uniess the test officer’'s experience has inclucded similar s:ituaticns.

{2) Limitasions. Cu
basl

{3) Improvement. Using Al *echnigues to Zevelop a suppcrt too. zan
provide <he test officer zufficlently desailed and Ilexible guidelines.
Zes:de belng adaptable to the needs of a zpecific test 1tem and current witih
respect o %est instrumentation availability, the proposed approach weould be
sensitive to data requirements and be able to ant:icipate the 1impact 1f testic
are not performed. Supported over time, such a tool could accumulaze
exper*tise which 1s presently distributed and woo frequently liost.

{(4) Impact on Testing if not Approved. The expertise required of
test officers i3 rapidly expanding in scope as innovative technologies are
increasingly employed by developers. The corresponding increase in complex:ity
of test methods and instrumentation demands a commensurate improvement 1n
suppor’ tools if test resources are to be effectively and efficiently used.
Also, without permanent storage and readily available access to "lessons
iearned”, the corporate memory of an activity suffers each fime an experienced
individual leaves the organization.

0. DOLLAR SAVINGS. No directly supportable dolliar =avings can be projected
at this time. Indirect benefits include improving the quality of testing and
evaluation leading to improved quality of f:eided systems. Equally difficult
to quantify 1s the retention, concentration, and increased availability of
expertise, which 1s posentially a significant amount.

A-3




-~
.

[ep}

(9]
3

o*

o
201 1\

Al Test Cificer Suppor:®

1.. RZSCURCES.

a. Financ:al.

Doliars (Thouszands) Dollars (Thousands;
FYE8 Y89
In-House Qut-of-House in-Zouse Qu:i-cf{-Hcuse
Personnel Compensation 10.0 12.0
Travel 3.5 4.
Con-ractual Support 84.% 42.%

1 §5]

Matariais & Supp.iies

(]
.
w

[}
&
(&4
o
(e}
o
W
IS

[
y—r
(8]
(8.2}
m
o
«n
*
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o
o+
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FY Totais 100.0 60.0

b. Explanat:ion of Cost Categories.

(1) Personnel Compensation. This cos% repregents ccmpensation
chargeable to the investigation for using technical or other civil:ian
personnel assigned to the investigation,

(2) Travel. This represents costs incurred whi.e visiting
dovernment and industry facilities.

t3) Contractual Support. Performance of the investigation wi.i De
accomplished with resources provided under an ex:sting support conirac:.

c. Obligation Plan (FYEQ).

FQ H 2 3 4 Total
Obligation Rate 45.0 5.0 5.0 5.0 60.0
(Thousands)
d. Man-Hours Reguired.
In-House:
Contract:
A-4
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produce a TOP. However, various TOPs may reguire rev.ew and revision based on
the findings.

i2. ASSCCIATION WITH TOPF PROGZAM. This i1nves<widaz.sn wi.l nct direct.y
o

FOR THE CCMMANTER:

)

AC3ZRT E. RZIXNER

Chief, Mcdern:z
Acdvanced C

2>
)
w




This page intentionally blank
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Note: Domain-specific references are ava:lable upon reguest.
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AFPINDIX C. ACZONYMS AND ABERZVIATIONS

e

AAAL ... ......... American Association f{or Artificial In%eliigence
Al ... ... ... Artificial Inteliigence
AMC ... .. ... unltad States Army Ma-eriel Command
ASL.... .. .. ... Atmospheric Sciences Laboratory
BAS............ Battlefield Automated System
Ca. . Command, Control, and Communications
R Command, Control, Communications and Intell:gence
poD....... .. Department of Defense

- DTP........ ... Detailed Test Plan
IS, Expert System Selector
EVA.... ... ..., Environmental Impac® Assessment Expert System
EXSTYS.......... Expert System Development Package
IJFOA.......... Installation Fieid Operating Activity
MET............ Meteorological Expert System
REC.....oovvvnn Record of Environmental Consideration
SBIR........... Small Buginess Innovative Research
STARS.......... Software Technology for Adaptable, Reliable Systems
TECOM.......... United States Army Test and Evaluation Command
TP Test Plan Drafter
TSOTEC......... TECOM Software Technical Committee
VAV............ Unmanned Aeronautical Vehiclse
USAEPG......... United States Army Electronic Proving Ground
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APPENDIX D. DISTRIBUTION

Addraessee

Director

US Army Materiel Systems Analysis Activity
ATTN: AMXSY-CA (Herbert Cohen)

Aberdeen Proving Ground, MD 21005-5071

Commander
US Army Test and Evaluation Command
ATTIN: AMSTE-TA-W

AMSTE-TC-M

AMSTE-TA

AMSTE-SI
Aberdeen Proving Ground, MD 21005-5055
Administer
Defense Technical Information Center
ATTN: DDA

Cameron Station
Alexandria, VA 22304-6145

Commander

US Army Cold Regions Test Center
ATTN: STECR-TM

APO Seattle, WA 98733-5000

Commander

US Army Combat Systems Test Activity
ATTN: STECS-DA-M

Aberdeen Proving Ground, MD 21005-5000

Commander

US Army Dugway Proving Ground
ATTN: STEDP-PO-P

Dugway, UT 84022-5000

Commander
US Army Electronic Proving Ground
ATTN: STEEP-TD
STEEP-ET
STEEP-CT
STEEP-MO
Fort Huachuca, AZ 85613-7110

Commander

US Army Jefferson Proving Ground
ATTN: STEJP-TD-E

Madison, IN 47250-5000
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Number

Addressee of Copies
Commander

US Army Tropic Test Center

ATTN: STETC-TD-AB 1

APO Miami, FL 34004-5000

Commander
US Army White Sands Missile Range

ATTN: STEWS-TE-A 1
STEWS-TE-M 1
STEWS-TE-0 1
STEWS-TE-PY 4

White Sands Missile Range, NM 88002-5000

Commander

US Army Yuma Proving Ground

ATTN: STEYP-MSA 2

Yuma, AZ 85634-5000




